
l/ 3o4sz79 /?o?z

-ffi

ffi
$TI.<t T[CI'f( Government of India
tq {Tffi Ministry of Railways

(lga fr$ tn"ilway Board)

No. 20 19/RBCC / 7 I 7 I ISSC-CII New Delhi, dated 29.O4.2022

17, oS.2-ozL
OFFICE MEMORANDUM

Sub : Critical Information Infrastructure (CIII -
Assessment and Classification - reg.

The Information Security Steering Committee (ISSC) of Ministry of Railways
chaired by M(O&BD), in the meeting held on 27.O4.2022, }:as decided to classify
the following IT/OT infrastructure as CII, as per IT Act 2000.

1. Passenger Reservation System
2. Freight Operations Information System
3. Electrical SCADA
4. Centralized Traffic Control/Train Management System
5. Train Collision Avoidance System - KAVACH

2 The guidelines issued by NCIIPC for protection of CII may be adopted by
these systems. The respective Nodal Directorates & the concerned application
groups, in consultation with NCIIPC, need to initiate the process of identification
any computer resource, which directly or indirectly affects the facility of the
respective CII, as "Protected System". It would be coordinated by the Information
Security Group of C&IS Dte.

(Bharat Bhushan Harit)
Jt.Dir.ME(C&ISl

Railway Board

1. Traffic Commercial Dte. (Exec. Director (PM)), Railway Board for PRS.
2. TraIfic Transportation Dte. (Exec. Director TT(F)), Railway Board for FOIS
3. Electrical Engg. Dte. (Exec. Director EE(M)), Railway Board for SCADA.
4. Signal Dte. (Exec. Director (SP)), Railway Board for CTC/TMS & KAVACH

Copy to :

National Critical Information Infrastructure Protection Centre (NCIIPC)
(Shri Navin K Singh, Director General)

Jt.Director ME(C&IS)


